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INTRODUCTION
Disease surveillance was defined by Langmuir in 1963 

as “the continued watchfulness over the distribution and 
trends of incidence through the systematic collection, 
consolidation and evaluation of morbidity and mortality 
reports and other relevant data,” with the “regular dis-
semination of the basic data and interpretations to all who 
have contributed and to all others who need to know.”1 
Thacker expanded and refined this definition in 1988 

when he wrote, “Public health surveillance is the ongo-
ing systematic collection, analysis and interpretation of 
outcome-specific data for use in the planning, implemen-
tation, and evaluation of public health practice.”2 This 
linking of public health surveillance with the evaluation 
of public health practice emphasizes its primary purpose—
to direct the expenditure of limited public health resources 
in a manner that yields the greatest return on investment.3

isease surveillance, the foundation of public health prac-
tice, is undergoing a revolution driven by advances in infor-

mation technology. The past 15 years have seen vast improve-
ments in the collection, analysis, visualization, and reporting of public health data. 
Resource-limited countries have lagged behind because of challenges in information 
technology infrastructure and public health resources. The Suite for Automated Global 
Electronic bioSurveillance (SAGES) is a collection of modular, open-source software tools 
designed to meet the challenges of electronic disease surveillance in resource-limited 
settings. Individual SAGES tools may be used in concert with existing surveillance appli-
cations or en masse for an end-to-end biosurveillance capability. This flexibility allows 
for the development of an inexpensive, customized, and sustainable disease surveil-
lance system. The ability to rapidly assess anomalous disease activity may lead to more 
efficient use of limited resources and better compliance with World Health Organiza-
tion International Health Regulations.
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tices. Disease surveillance can suggest hypotheses, direct 
research, and detect changes in the practice of clinical 
(or veterinary) medicine over time. Effective disease sur-
veillance, though not always exciting, is the foundation 
of successful public health practice.

For centuries, disease surveillance was a paper-based 
process. In the 1990s, with the emergence of inexpensive, 
powerful information technology tools, disease surveil-
lance became an electronic process in wealthy coun-
tries.7 Incorporating information technology advances 
led to startling improvements in the timeliness of report-
ing and the sophistication of data analysis. Such systems 
have become versatile tools in health departments in the 
United States, and electronic disease surveillance holds 
promise to improve health security in resource-limited 
environments.8–12 Epidemiologists using electronic dis-
ease surveillance not only have the potential to detect 
anomalous disease activity earlier than those using tradi-
tional laboratory-based surveillance, but they also have 
the ability to monitor the health of their community 
in the face of a known threat.10–12 More than a decade 
ago, in collaboration with the DoD, the Johns Hopkins 
University Applied Physics Laboratory (APL) developed 
the Electronic Surveillance System for the Early Noti-
fication of Community-based Epidemics (ESSENCE).12 
ESSENCE is currently being used by the DoD, Veterans 
Health Administration, and numerous state and local 
health departments in the United States.12 ESSENCE 
allows for essentially real-time data collection, leading to 
timely anomaly detection with dynamic, sophisticated 
data analysis, visualization, and reporting. In addition, 
electronic disease surveillance systems are able to auto-
matically ingest large amounts of preexisting electronic 
data streams for analysis. These data sources, such as 
insurance claims, pharmaceutical data, and commercial 
sales, differ from traditional sources, such as health data 
from medical treatment facilities, yet they often have 
content that is relevant to public health.12 The current 
Suite for Automated Global Electronic bioSurveillance 
(SAGES) initiative leverages the experience gained in 
the development of ESSENCE, and the analysis and 
visualization components of SAGES are built with the 
same features in mind.

Emerging and reemerging infectious diseases 
are among the most serious threats to global public 
health.13, 14 The World Health Organization (WHO) 
has identified more than 1100 epidemic events world-
wide in the last 10 years alone.15 The emergence of the 
novel 2009 influenza A (H1N1) virus and the SARS 
coronavirus in 2002 has demonstrated how rapidly 
pathogens can spread worldwide.13–16 This infectious 
disease threat, combined with a concern over man-made 
biological or chemical events, spurred WHO to update 
its International Health Regulations (IHR) in 2005.17 
The new 2005 IHR, a legally binding instrument for all 
194 WHO-member countries, significantly expanded 

Public health surveillance involves clearly defin-
ing events of public health interest, counting those 
events, and then analyzing those events with respect to 
person, place, and time. For example, the U.S. Centers 
for Disease Control and Prevention case definition for 
an influenza-like illness is “fever (temperature of 100°F 
[37.8°C] or greater) and a cough and/or sore throat with-
out a KNOWN cause other than influenza.”4 Patients 
meeting the case definition of influenza-like illness are 
counted by sex and age category (person) and character-
ized by site (place) and date of onset (time). This con-
ceptually simple process not only characterizes the level, 
distribution, and spread of influenza-like illness in the 
community but also suggests useful information such as 
determinants of disease transmission, possible mitigat-
ing strategies, and future prevention strategies. Public 
health surveillance may be performed on all patients, 
so-called universal surveillance, or performed at desig-
nated sites felt to be representative of the population as a 
whole, so-called sentinel surveillance. Surveillance may 
also be described as active, when public health officials 
contact health care providers, or passive, when public 
health officials rely on reports from health care provid-
ers. A wide variety of data sources are used in public 
health surveillance, including vital statistics, health 
reports, hospital records, laboratory reports, outpatient 
visits, registries, and health surveys.

Disease surveillance is commonly recognized for its 
ability to detect disease outbreaks. Simply put, unless 
the baseline level of disease is well understood, it is dif-
ficult to identify disease levels significantly in excess of 
normal.2 This is an important function, and the early 
detection of anomalous disease events, particularly the 
intentional release of pathogens, has received much 
recent attention. Critics point out that disease surveil-
lance, particularly syndromic surveillance, may not 
catch small outbreaks of disease that remain hidden in 
the background noise and also note that diseases with 
shocking presentations, such as hemorrhagic fevers, are 
generally identified by health care providers.5 Never-
theless, disease surveillance plays a critical role in the 
detection of disease outbreaks.1–3, 6, 7 Importantly, in the 
case of small- to medium-size outbreaks distributed over 
a wide geographic area—now common because of large, 
centralized food-processing plants—coordinated dis-
ease surveillance identifies problems that might other
wise go unnoticed in each local jurisdiction.6 Disease 
surveillance accomplishes several additional important 
functions to direct the sage practice of public health.2 
Disease surveillance identifies and quantifies the dis-
eases most burdensome to a population. How a disease 
spreads through the population of interest and how it 
affects individuals over time can both be carefully docu-
mented by disease surveillance. Importantly, disease sur-
veillance is used to evaluate public health interventions, 
identifying effective and ineffective public health prac-
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example, rather than requiring an existing database to 
adapt to the tool, the SAGES database tools adapt to all 
Java database–compliant formats, a mainstay of enter-
prise information-technology development for decades. 
Lastly, the SAGES tools are built in a modular nature, 
which allows the user to select one or more tools to 
enhance an existing surveillance system or to use the 
tools en masse for an end-to-end electronic disease sur-
veillance capability. Thus, each locality can select tools 
from SAGES on the basis of their needs, capabilities, 
and existing systems to create a customized electronic 
disease surveillance system.

Data Acquisition
Rapid data acquisition is arguably the most challeng-

ing aspect of establishing a successful electronic disease 
surveillance system.10–12 In resource-limited settings, it 
is not unusual for disease surveillance to be paper based, 
with data sent to upper echelons only when a cou-
rier happens to be going that way. This system of data 
acquisition often results in a data lag—the time from 
health event to analysis—of weeks to months. Because 
the ability to mitigate the effects of an infectious dis-
ease outbreak strongly depends on early recognition 
and response, minimizing data lag is of utmost impor-
tance. In resource-limited settings, it is imperative to 
select technologies that are both easy to incorporate 
into existing health services and sustainable with little 
or no additional financial investment. The approach 
should allow customizable data collection, enable mul-
tiple data streams collected in different ways, and be 
scalable on the basis of needs.8, 9 Novel data collection 

tools included within SAGES 
are web forms, short message 
service (SMS) texting using 
simple cell phones, forms on 
Android smartphones trans-
mitted by SMS, digital log-
books, and forms on tablets 
using Wi-Fi systems. Where 
appropriate, other collection 
methods such as e-mail and 
secure file transfer protocol 
can be applied as well.

Analysis and Visualization
As previously discussed, 

the SAGES analysis and visu-
alization tools are built on the 
features and functionality of 
the mature ESSENCE system. 
The enterprise ESSENCE 
system requires a high-speed 
Internet connection, relies on 

the scope of reportable conditions and are intended 
to help prevent and respond to global public health 
threats. Specifically, the IHR require strengthening dis-
ease detection and response capacities in order to report, 
within 24 hours of assessment, any public health event 
of international concern. SAGES, an electronic biosur-
veillance initiative described herein, aims to improve 
local public health surveillance and IHR compliance, 
with particular emphasis on resource-limited settings.

SAGES AND ITS TOOLS
The U.S. Armed Forces Health Surveillance Center 

is committed to enhancing electronic disease surveil-
lance capacity in resource-limited settings around the 
world. In 2008, its Global Emerging Infections Surveil-
lance and Response System Division (AFHSC-GEIS) 
entered into a robust collaboration with the APL to 
create SAGES. Aware of the work of others underway 
on individual surveillance systems components (e.g., col-
lection of data by cell phones), we focused our efforts 
on the integration of inexpensive, interoperable disease 
surveillance software tools that facilitate regional public 
health collaborations.18

SAGES tools are organized into four categories: (i) 
data collection, (ii) analysis and visualization, (iii) com-
munications, and (iv) modeling/simulation/evaluation 
(Fig. 1). Within each category, SAGES offers a variety of 
tools compatible with surveillance needs and different 
types or levels of information-technology infrastructure. 
In addition to offering flexibility in their selection, the 
tools also do not require a fixed database format. For 

SAGES
Suites for Automated Global Electronic bioSurveillance

•  Open source  

• Flexible, modular,  
 and scalable

• Data type agnostic

• Sustainable

• Multiuse

• Global information  
 sharing

Key attributes of SAGES
Data acquisition

HL7, SFTP, e-mail 
Web forms

Android phone forms
SMS

Digital logbook

Web-based tool

Desktop tool

Analysis and 
visualization

Modeling/simulation/ 
evaluation

Communications

Outbreak scenarios

Evaluation
Predictive
modeling

Infoshare
Knowledge
repository

Data export

Figure 1.  The four types of SAGES software tools.
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detection, and dynamic query capability (Figs.  2–4). 
OpenESSENCE also allows surveillance system admin-
istrators to monitor data reporting and data lag.

Communications
SAGES tools can facilitate compliance with 2005 

IHR reporting requirements and allow the sharing of 
actionable information across jurisdictional boundaries. 
Sharing of patient-level data across regional boundaries 
is generally not realistic and often not helpful because 
local public health entities are usually best suited to 
interpret local events. Once the data have been trans-
formed into actionable information, however, it may 
be immensely valuable to share that information with 
other countries in the region. Dissemination of this type 
of information may aid in the interpretation of regional 
events and helps foster better, lasting public health col-
laborations. SAGES data visualization and reporting 
products are exportable into common image formats. 
Planned data-sharing tools will allow each SAGES 
user to control the type and level of detail of informa-
tion shared with each recipient (“role-based access”) 
and also whether the information sharing is manual 
or automated.19 This capability does not compete with 
the WHO Global Outbreak Alert & Response Net-
work (GOARN) but compliments it for organizations, 
such as Ministries of Defense, that wish to communicate 

automated data streams, and uses proprietary software 
for the display of data.12 The SAGES web-based applica-
tion and the desktop application are both open-source 
tools that provide similar functionality to countries with 
limited public health resources. All ESSENCE appli-
cations contain alerting algorithms developed by both 
APL and the U.S. Centers for Disease Control and Pre-
vention to identify anomalous events. Users also have 
the ability to add additional algorithms as desired.

The first SAGES analysis and visualization tool, 
known as ESSENCE Desktop Edition (EDE), is a 
stand-alone analysis and visualization tool that can be 
installed on most computers. EDE does not need access 
to the Internet because it ingests data files stored on the 
computer on which it is running. Although it can be run 
on the most basic computers, EDE allows for extensive 
epidemiologic evaluation of health data. The flagship 
tool of the SAGES program is OpenESSENCE, the web-
based analysis and visualization tool. OpenESSENCE 
can be run as a stand-alone application but is most pow-
erful when used with network access. OpenESSENCE 
enables epidemiologists to monitor the population’s 
health from any computer connected to that network. 
Available analyses for both EDE and OpenESSENCE 
depend on the nature of the data ingestion but generally 
include demographic characterizations, temporal and 
spatial analyses, display of patient-level information, geo-
graphic information system mapping, anomalous event 

Figure 2.  Time series (number of events by day) display in OpenESSENCE, with alerting to anomaly detection (synthetic data).
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Modeling/Simulation/Evaluation
The APL SAGES program has been active in mod-

eling infectious diseases for the U.S. military. The 
Pandemic Influenza Policy Model (PIPM), an early pro-
prietary software project, allowed military public health 
officers and planners to vary attributes of respiratory 

within or outside of GOARN. APL SAGES personnel 
and AFHSC-GEIS are currently in discussions with 
the WHO and WHO regional offices over the use of 
SAGES tools in support of WHO initiatives. Lastly, and 
importantly, the data collected using SAGES software 
remain under the sole control of the user at all times.

Figure 3.  Chloropeth map with level of disease activity indicated by color and district (synthetic data).

Figure 4.  Dynamic generation of data tables for analysis and reporting (synthetic data).
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world, hopefully leading to economic development in 
resource-limited nations and improved global health. 
We have combined electronic disease surveillance tools 
developed at APL with other open-source, interoperable 
software tools to create SAGES. We believe this suite of 
tools will facilitate local and regional electronic disease 
surveillance, regional public health collaborations, and 
international disease reporting. SAGES tools are cur-
rently undergoing pilot testing in locations in Africa, 
Southeast Asia, and South America and will be offered 
to other interested countries around the world.
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