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cation with each other, it allows us to use the theory 
of bargaining, which is well understood in the game 
theory community, to model the cooperation and coor-
dination among sensors to achieve the most optimal 
solution (Pareto optimal). The optimal solution is not 
always achievable in noncooperative games, which we 
will use when the sensor nodes cannot trust each other 
as readily. 

APPLICATIONS FOR SENSOR RESOURCE 
MANAGEMENT

Figure 5 shows how a possible approach could work. 
There are three levels at which game theory is being 
applied. First, there is a local two-person game that is 
defined by a set of sensing strategies for each sensor and 
the adversary who is aware of being sensed and thus 
tries to elude such sensing (which is being implemented 

by Chen and Deng,5 which has to date the best com-
putational complexity result on the number of players 
and strategies for computing fixed points of direction 
preserving (direction-preserving maps are discrete 
analogues of continuous maps; see Fig.  4). We have 
developed a JAVA program that efficiently implements 
these new techniques (see Table  1 for the current 
computational time on one single dual-core PC run-
ning at 2 GHz given different numbers of players and 
strategies with various algorithmic complexities) and 
plan to further this technique for future applications 
in order to adjudicate resources among N sensors and 
systems of sensors. The advantage of using the Nash 
equilibrium solution is that it is an inherently safe solu-
tion for each actor (sensors or players) because it gives 
a solution that maximizes minimum utility of using 
each sensor given the current conditions and is robust 
against future changes in conditions. Moreover, when-
ever actors can trust and establish effective communi-

Table 1.  Improved complexity on computing fixed points

Dimensions Size Complexity Previous solve time (s) New solve time (s)

3 5 × 6 × 5 36 0.015 0.000

5 6 × 6 × 6 × 6 × 6 1,296 2.532 0.406

3 200 × 200 × 200 40,400 26.922 1.109
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Figure 5.  Game theory at three levels (global, tactical, and local). E/O, electro-optical; HRR, high-range resolution radar; MTI, moving 
target indicator.
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where the first and second row of each payoff matrix cor-
responds to the Blue force act and wait strategies, respec-
tively, and the first, second, and third columns correspond 
to the Red brigade attack, defend, and deceive strategies, 
respectively. For example, the first row of A(offensive) 
reflects that if an offense-minded adversary is attacking 
(column 1), a sensor should be in act mode (row 1) to 
sense the enemy’s action, and therefore there should be a 
high payoff for using the sensor at the right time, result-
ing in a payoff of 5. However, if a sensor is in act mode 
(row 1) when the offense-minded enemy is defending 
(column 2), there is a sensor resource that gets wasted, 
resulting in a payoff of –2. If the enemy is “deceiving” 
(neither fully attacking nor defending, as in column 3), it 
would still be of some use to put the sensor in act mode 
(row 1), resulting in a payoff of 1. The other cases are 
reasoned and modeled in a similar way. As described in 
Ref. 6, the equilibrium solution provides our next sensor 
decision (action or no action) as well as the probabilistic 
assessment of enemy strategy. If the decision is positive 
(action), we then use the level II valuation function to 
select a sensor mode. The assessed enemy strategy is used 
to predict the enemy strategy for the next time step. Such 
reasoning was put into the dynamic game module in the 
simulation architecture shown in Fig. 6. 

We conduct a number of Monte Carlo simulations 
in which the initial enemy strategy is selected either 
randomly or based on the enemy unit composition. In 

by Game-theoretic Robust 
Anticipatory Behavior-
leaning Individual Tracking 
Sensor Resource Manager, 
noted as GRAB-IT SRM 
in the figure). Then, among 
these sensors operating in 
a same area of interest, or 
among the systems of sen-
sors operating in different 
areas of interest, there is an 
N-person game to allocate 
resources. Finally, as these 
local sensors or systems of 
sensors begin to infer the 
intents of adversaries, such 
knowledge may coalesce to 
define a global two-person 
game wherein the Blue force 
may be fighting against 
an overarching adversarial 
leader who is coordinating his subordinates’ activities 
against the Blue force. None of these games are easy 
to define—they are all dynamic and uncertain (other-
wise known as games of incomplete information), and 
such games will depend on many factors with inher-
ent variabilities (environmental as well as human). 
And even if these games are defined, it is nontrivial 
to solve them. However, we believe our aforementioned 
new approaches in solving two-person, N-person, and 
dynamic games should overcome such difficulties and 
allow a game-theoretic approach to be effective in man-
aging resources against adaptive adversaries.

We implemented a simple multilayer version of this 
in the software simulation environments below. As a 
finite game, it is defined by a set of strategies for each 
player and the payoff matrix, representing numerically 
how valuable each player views a particular set of 
strategy choices. The situation modeled here between 
the Blue and Red forces is described as a two-person, 
zero-sum game (in future work we will consider 
extensions to non-zero-sum games). Because the Blue 
force is uncertain of the enemy type, we define a game 
between the Blue force and each possible adversary 
type (offensive, defensive, and deceptive). To simplify 
the simulation and ensuing analysis without losing 
generality, we will assume that each enemy type has 
the same set of strategies. Namely, we have (for this 
simulation):

•	 Blue strategies = {act, wait}

•	 Red brigade types = {offensive, defensive, deceptive}

•	 Red strategies = {attack, defend, deceive}

•	 Payoff matrix:
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Figure 6.  Putting game theory into the sensor resource allocation decision. L1/L2/L3, level 1/
level 2/level 3 data fusion.
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(sensor mode and strategies, respectively) only take on 
the integral values.]

In each test, we also compare the game solver with 
a heuristic algorithm where the sensor action/no-action 
decision was assigned on the basis of a prespecified 
probability. We have found that in general, the 
performance of the heuristic solver is significantly worse 
than the performance of the game solver (the heuristic 
solver determines when to or when not to use the 
sensor stochastically with the probability at x%). This 
is understandable because the enemy strategy adapts to 
our sensor actions and changes accordingly, and thus it 
is much more difficult to assess enemy’s strategy without 
an interactive game-theoretic strategy analyzer. Figure 8 
shows the overall performance comparison between the 
heuristic approach and the game solver approach. In this 
test, we set the size of time window for enemy strategy 
policy at 10, and the decision threshold for change is 80% 
(i.e., our sensor will need to be on greater than 80% of 

each trial, we conduct 100 time steps where a dynamic 
sensor decision is made at each step. In the simulation, 
we try three scenarios, with each consisting of a dif-
ferent composition of units (offensive, deceptive, and 
defensive). In the simulation, we run 50 Monte Carlo 
trials for each scenario. In each scenario, the window 
size for sensor action is set at 10 and the decision 
threshold is set differently in each test. For example, 
Fig. 7 shows the results of a typical trial with thresh-
old equal to 40%. Figure 7a shows that approximately 
36% of the time sensor is off (mode 0) and the rest 
sensor is on (mode 1 for ground moving target indica-
tor, mode 2 for HRR on unit 1, and mode 3 for HRR on 
unit 2). Figure 7b shows that in this trial, the enemy’s 
strategy has changed from 1 (offensive) to 2 (defense), 
then back to 1, then later to 3 (deceptive), and then 
back to 1. Figure 7b also shows that approximately 44% 
of the time, the most likely strategy of our assessment 
is the true one. [Note: in Figs. 7a and 7b, the y values 

Time steps Time steps

Sensor mode

S
en

so
r 

m
o

d
e

S
tr

at
eg

ie
s

3

2.5

2

1.5

1

0.5

0

3

2.8

2.6

2.4

2.2

2

1.8

1.6

1.4

1.2

1
0 100908070605040302010 0 100908070605040302010

True strategy
Most likely strategy

(a) (b)

Figure 7.  Sensor decision and probability of correct classification.
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Figure 8.  Effect of game theory on probability of correct classification (Pcc) and probability of correct decision (Pdd). (a) Offensive 
enemy; performance comparison, average of all cases. (b) Defensive enemy; performance comparison, average of all cases.
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or a cooperative game (when sensors can communicate 
effectively enough to enter into a binding agreement). 
The Nash solution(s) of such games provides each sensor 
a strategy (either pure or mixed) that is most beneficial 
to itself and to its neighbor, and this strategy can then 
be translated into its most optimal sensing capability, 
providing timely information to the tactical users of the 
sensor network.

Beyond this proof of concept, we believe game theory 
has the potential to contribute to a myriad of cur-
rent and future challenges. It is becoming increasingly 
important to estimate and understand the intents and 
the overall strategies of the adversary at every level in 
this post-September 11 era. Game theory, which proved 
to be quite useful during the Cold War era, now has 
even greater potential in a wide range of applications 
being explored by APL, from psychological operations 
in Baghdad to cyber security here at home. We believe 
our approach—which overcomes several stumbling 
blocks, including the lack of efficient game solver, the 
lack of online techniques for dynamic games, and the 
lack of a general approach to solve N-person games, just 
to name a few—is a step in the right direction and will 
allow game theory to make a game-changing difference 
in various arenas of national security.
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the time in the preceding time window of size 10 before 
the enemy will potentially change strategy). Note that 
in Fig. 8, we display both the mean and the 1-standard-
deviation interval for both the Pcd and the Pcc. The 
x axis represents the probability of sensor action for the 
heuristic approach. For example, x% represents that for 
x% of the time without the game-theoretic reasoning, 
the sensor is being used. The corresponding y values 
represent that corresponding Pcc and Pcd of such action. 
The horizontal lines represent the Pcc and Pcc that are 
achieved when the game-theoretic approach is being 
incorporated. Figure 8a represents the case in which the 
adversary is of the offensive type. Figure 8b represents 
the case in which the adversary is of the defensive type. 
For the offensive adversary, the game-theoretic approach 
outperformed in most cases. For the defensive adversary, 
the game-theoretic approach seems to outperform any 
heuristic methods. 

CONCLUSIONS
We have shown that game-theoretic reasoning can 

be used in the sensor resource-management problem to 
help identify enemy intent as the Blue force interacts 
and reacts against the strategies of the Red force. We 
have laid down a solid mathematical framework for our 
approach and built a Monte Carlo simulation environ-
ment to verify its effectiveness. Our approach uses game 
theory (two-person, N-person, cooperative/noncoop-
erative, and dynamic) at different hierarchies of sensor 
planning, namely at the strategic/global level and the 
tactical/local level, treating each sensor node as a player 
in a game with a set of strategies corresponding to its 
set of sensing capabilities (location, geometry, modality, 
time availabilities, etc.) whose respective effectivenesses 
are numerically captured in a payoff function. As these 
sensors (players) in the sensor network come into the 
vicinity of each other (spatially, temporally, or both), 
they form either a noncooperative game (when the com-
munication between sensors is minimal or nonexistent) 
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