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SENSOR NETTING WITH INTEGRATED FIRE CONTROL

Figure 9.  TECHEVAL 11 node net, 27 February 2001 (800–1000 tracks, 700 X 800 nm 
coverage, 4-h stress test period).

and missile types, and naval ships and aircraft. As a 
result of this testing, COTF found the surface CEC 
system, AN/USG-2(V), in a Baseline 2.0 configura-
tion to be operationally effective and operationally 
suitable.3 This unconditional acceptance is unusual for 
systems of this size and complexity.

During this same time frame, CEC was installed 
on an E-2C aircraft to further the developmental test-
ing of the contributions of the airborne sensors to the 

the basis for a Joint sensor netting 
application. Lessons learned from 
CEC are consistent with many of 
the conclusions of the Joint Com-
posite Tracking Network (JCTN) 
Study sponsored by the Joint The-
ater Air and Missile Defense Office 
(JTAMDO).4 This study proposed 
requirements for a Joint system that 
would provide sensor networking 
and integrated fire control capabili-
ties for theater-wide operations in 
the future. The study concluded 
that CEC could provide the basis 
for future JCTN development.

The Marine Corps AN/TPS-59 
radar was the first land-based tacti-
cal air defense radar to be integrated 
into the CEC network. Using CEC 
information, the Marine Corps has 
demonstrated the ability to fire the 
Homing All the Way Killer Missile, 
Advanced Medium-Range Air-to-

Air Missile, and Avenger Missile at threat cruise missiles 
and is currently pursuing the acquisition of CEC equip-
ment for use with their mobile air defense systems.

A number of advanced demonstrations have been 
pursued that have performed trial integrations of Joint 
air defense sensors in the CEC network. These live 
demonstrations, data collections, and simulations have 
involved the primary air defense sensors associated 
with Patriot, Theater High-Altitude Area Defense, 

Figure 10.  CEC/E-2C composite picture.

sensor network. Figure 10 shows 
that the airborne sensors not only 
provide extended radar horizon 
coverage, but can also contribute 
significantly to the continuity of 
tracks held in common with the 
surface radars. Testing with the E-
2C and modeling and simulation of 
future airborne sensor capabilities 
have shown that the E-2C will be 
a crucial component of the Navy’s 
extended-range anti-air warfare 
capability. CEC testing with the 
E-2C will continue in the follow-on 
test and evaluation events planned 
over the next couple of years.

JOINT APPLICATIONS
Although CEC was originally 

conceived and designed primarily 
to support Navy sensor netting 
with integrated fire control, the 
concept, if not the system, can be 
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and Airborne Warning and Control System. The only 
way a Joint force will be truly effective and interoper-
able in a stressing tactical environment is through Joint 
sensor netting that encompasses all primary air defense 
sensors. Conversely, independent modeling and simula-
tion sponsored by JTAMDO has shown that primary 
air defense sensors brought into a theater that are not 
integrated into the sensor netting will only degrade the 
consistency and clarity of the Joint tactical air picture 
that is provided over the data links.5

ADVANCED SENSOR NETTING
CEC currently processes and distributes radar and IFF 

data. Although this enables the creation of a very robust 
tactical air picture, ID of many of the threat aircraft 
must be inferred by the knowledge that they are not 
known friends and that their behavior (flight profile) is 
suspicious. It would be advantageous to be able to incor-
porate other types of sensors and sensor parametric or 
signal information, which would support the detection 
and classification (if not the outright ID) of the threat 
aircraft. One class of sensors that would fit this need is 
precision electronic support measures (ESM) systems. 

For shipboard application, the accuracy of the 
AN/SLQ-32 system will not support real-time high-
confidence correlation of the detected threat radar 
emissions with the radar measurements on a sensor 
network; however, analysis has shown that the pro-
jected airborne and ship ESM precision described in the 

AN/SLY-2 Advanced Integrated Electronic Warfare 
System requirements would meet sensor netting quality 
constraints. Sensor netting the ESM bearing lines and 
parametric data could greatly increase the effectiveness 
of these data and their correlation to the tactical pic-
ture, thereby enhancing the ability of the force to iden-
tify hostile aircraft and missiles at much greater ranges.

To take advantage of the full power of sensor netting, 
CEC must be expanded to process and distribute more 
of the information available in the radar waveform. 
Future high-resolution radars will have the ability to 
measure the dimensions of an aircraft’s major structural 
elements. The effectiveness of this capability to identify 
the type of aircraft being radiated depends on the aspect 
angle of the radar location to the aircraft orientation. 
Sensor netting this information and combining it with 
information from similar sensors on other units at dif-
ferent aspect angles will greatly increase the probability 
of correctly identifying the type of aircraft.6 Figure 11 
shows how the probability of correctly identifying the 
aircraft type depends on the number of aspect angles. 

The value that sensor netting can bring to this pro-
cess is immediately evident. There are similar examples 
with regard to the use of electro-optical and infrared 
sensors where netting of precision sensors can have a 
force-multiplying effect.

It is also advantageous to provide the CEC picture 
to other collection platforms where communications 
intelligence and signal intelligence can be correlated 

Figure 11.  Enabling target classification with multi-aspect high-resolution radar profiles.
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to the high-fidelity CEC tactical air picture. This could 
result in the high-confidence ID of threat aircraft by 
other systems. All of the aforementioned approaches 
are being pursued by the Laboratory in the hope of 
being able to create a sensor netting capability that 
will enable the ID and engagement of hostile aircraft at 
extended ranges before they become immediate threats 
to U.S. forces.

If the full potential of sensor netting is to be real-
ized in CEC, two challenges must be met. The first is 
that CEC must be made extensible to multiple levels of 
communication service; e.g., via satellite for long-range 
relay and via lower-quality data-link connectivity like 
that used for remote sensing platforms. The major tech-
nical hurdle is to develop algorithms that will enable the 
incorporation of sensor information from lower-quality 
data sources and links into the sensor network without 
corrupting the quality of the composite air track and ID 
picture. Data fusion algorithms must be proven through 
prototyping and realistic testing to determine the real 
effect they have on sensor netting and composite tacti-
cal air picture quality.

The second challenge, mentioned in the Introduc-
tion, is that the sensors, combat direction systems, 
and weapon systems being conceived for future ship-, 
aircraft-, and land-based air defense systems should be 
designed assuming sensor netting as a core capability 
rather than something that is added as an afterthought. 
Air surveillance sensors that are designed to be used 
cooperatively in a sensor net will be much more power-
ful collectively and in concert than just the sum of their 
tracks. Weapon systems that can be cued or completely 
directed with remote sensor information will have 
much greater lethality and reach against the threat. 

Finally, combat direction systems that optimize  
the use of the information available through sensor  

netting rather than reliance mainly on local sensors will 
be much more capable of identifying threat aircraft and 
missiles and engaging them at extended ranges before 
they become a self-defense concern.
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